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Abstract of the contribution: This contribution proposes a mutual authentication and session key generation scheme between remote UE and Network over the relay. 
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***Start of changes***
5.9.4.1 	Solution #9.1: Mutual authentication and session key generation scheme between remote UE and network over the relay
5.9.4.1.1	Introduction  
This solution addresses the key issue 5.9.3.1:
-	It shall be possible to uniquely identify an UE (e.g. wearable device), when it is connected to the network via another UE (e.g. smart phone).
-	It shall be possible to mutually authenticate the remote UE and the network when the remote UE is in direct network connection or in indirect network connection.    
5.9.4.1.2	Solution details  
In this proposal, a digital certificate based authentication scheme between remote UE and network over the relay is provided. The remote UE, relay node and gNB are provisioned with digital certificates that are used to identify these network elements. The authenticator plays the role of a trusted third party which issues certificates for UE, relay node and gNB, and is responsible for verifying the identities of them. Moreover, during the authentication and relaying procedure, the authenticator helps UE and gNB generate session key over the relay.
The solution is described as follows:
1. Remote UE generates a random number Nouce1 and encrypts it by the public key of Authenticator’s certificate. An indicator (UE_AuthReqMSG) that indicates the message as a remote UE authentication request is also generated by Remote UE. It uses the private key associated with the provisioned certificate to sign the UE_ID, UE’s certificate, the current request time and UE_AuthReqMSG. Then, remote UE sends the encrypted Nouce1, the message signature and UE_AuthReqMEG to relay node.

2. When relay node receives the message from remote UE, it first confirms the message is a remote UE authentication request message by confirming the UE_AuthReqMSG.

3. After verifying the UE_AuthReqMSG, relay node forwards the message originated from remote UE to gNB.

4. The gNB generates a random number Nouce2 and encrypts it by the public key of Authenticator’s certificate. The gNB uses the private key associated with the provisioned certificate to sign the gNB_ID, gNB’s certificate and the current request time. Then, gNB sends it as well as the message received from relay node to the authentication server.

5. Authentication server verifies the signature message of UE and gNB, and verifies the certificates of both UE and gNB. Then, authentication server decrypts and gets Nouce1 and Nouce2 with its private key.

6. Authentication server sends Nouce1 and Nouce2 encrypted with the public keys of gNB and UE respectively to gNB. Authentication server also sends the identity verifying results of UE and gNB (signed by authentication server) to gNB. 

7. gNB checks the identity verifying result of UE with authentication server’s public key, and decrypts and gets Nouce1 with its private key.

8. If the identity checking of remote UE is successful, gNB forwards the encrypted Nouce2 and the identity verifying result of gNB to relay node.

9. Relay node forwards the message from gNB to Remote UE.

10. Remote UE checks the identity verifying result of gNB with authentication server’s public key, and decrypts and gets Nouce2 with its private key.

11. If the identity checking of both gNB and remote UE is successful, Remote UE and gNB generate session key based on Nouce1, Nouce2 and key derivation function. 


 Figure 5.9.4.1.2-1: mutual authentication and session key generation scheme between remote UE and Network over the relay
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5.9.4.1.3	Evaluation 

***End of changes***
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